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schol arship supports underrepres n't
school graduates pursuing higher '
be used to attend a range of Ore
apprenticeships, trade school s,
uni verfspgpliiesati ons are due by WedH}
the foll owing academic year.

The scholarship is administered
Found@&scbponl|l ar shipTwoogreampi ent s
year, with awardees receiving $108
$5, 000 for each of tHe meextnrtoh i ene
until completion of degree (whi ch
AThi s scholarship is an i nvé&s tfmdnnj
more inclu@ieveg,r agdnd ivel t o support

of pr omi si asgaisd uSdteanttes ,Tr easur er

To apply for the scholarship or t
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October 2.1032
Upcoming Holiday
The pool will be closed on Tt Interest Rates
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https://www.oregoncollegesavings.com/
https://oregoncf.org/assets/PDFs-and-Docs/MS-Docs/scholarships/Oregon-College-Savings-Plan-Scholarship-Application-2023-24.docx
https://oregoncf.org/grants-and-scholarships/scholarships/
https://www.oregoncollegesavings.com/diversity-in-leadership-scholarship
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Security Spotlight: Social Engineering

It is the end of a | ong day and you finally get ar
that called earlier. A voice informs you that you
your arrest, so please call back. Did you remember
make that payment? Maybe it iIis someone with the sa
know for sure. Do you call the number ?

What Is Social Engineering?

Soci al engineering is the art of capit ‘ 1
to mani pul ate people into providing accTs., sLuuply
performing an action. An attacdnacantlhg a
appears to be from a friend pleading for-or a
your supervisor directing you to perforr®™ o =tion
people are the key to whether an attack succeeds o

What Are Some Different Types of Social Engineering?

Attacks are wusually distinguished by the medium us
most common efbhmphesngidhetsmailss | ook | i ke | egitimat
with a degree of urgency to get a vi-maiilm @< laedi tqgiu
may c¢click a |link, provide confidenti al I nformati on
information is now in the hands of hackers. The ac
exploiting any information available to achieve tFh
A simple phishing attack can be just the beginning
or organization, the more they are abl e tofsmpalae t h
phiskh$Smegar phishing is when hackers understand the
emai |l s designed to mimic requests within the organ
email, but suppose it is an urgent request from su
request is |l egitimate or an attack before reacting
Attacks are mmati Il icmimtmadcditcate on or a specific tacti
predictable tendency can be exploited. Here i s a |

Vi shiiwg-pbeshing) attacks are the same as both ph
through telephone call s

Smi shi{i®sMsdhi shing) attacks utilize text messages

Pretexpriensgent s victifimsewefk hv & rhief fian ¢ et heyd
i nformati on

Baitohfers victims a prize for infor ma

Tail gataikregs advantage of holding a door oper C
| ocati on

Quid PratQua ks give victims a gift to make them

(Continue@ ¢ page
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Ultimately, hackers employ these methods because t

Every software system is designed to be used by us

user .

How Can | Help Protect against Social Engineering Attacks?

We encourage all of our customers to think

about their readiness, speci AFremewpryfonEdygatipn y r

organization can prepare by ddehnolggy & Rrocesses

technol ogy, processes, and educatinn designed

to enhance security.

Attacks are a product of techgol ooy, but

technology can also play a rc/l e Teshnelogy, o .\ j op.

For instance, spam filters a: ¢ lseutechpologyresilient 5 tDo we tes
P our procesté’g?é“:ksr”

stoppi ng mosnaiplhsi sfhrionmgﬁglgn

our syste
. g cEorTrTe
intended targets.\ * to /

reachin

g

mul-ftact or

met hod of con® iirdne mtgi tay u

factors beyond the stancd Processes Education
password. Someti mes si mj How vulnerable are Do our people know
regulariy resetting pass o umi R e e

or frustrate attacks. procedures? it?

Unf ortunately, deploying .

technol ogy in an organizati c -s [no. Lot
gets used every time, a fact thatyehihghd Lighdshat hguy
i mportance of assessing organizational

processes. Process assesparetny sdémowil de exnt @enidd ¢ ros t & s
al | parties.

Finally, education should underpin any readiness e
should have a basic knowledge oraiwlhatt extt,ac&rsd apleo
public organizations face a unigue challenge in th
i nfor datuickhnas organizational <charts, cont adccto uil ndf dor
used to hijack internal communi cations. Educati ona

aut hentication

underscore the security reasons behind the process

on a da

y basis.

So Do You Call Them Back?

We hope

t

purposes,
0.

scenar i
cont act

engineering have no way to k-emaplyou fndmpentp Vvl ge

hat after understanding the possibilities
you know that the best course of action
I f you wanted to go the extra step, you
nformation from the message. Al though the

any suspicious requests.
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LGIP Redemptions: Wire Transfer vs. ACH

Participants have two options when redeeming (with
wire transfer and ACH wil |l hel p you best meet your
Wire Transfer ACH

Can settle as soon as saCan settle as soon as next

(must be initiated by 10(must be initiated by 1: 0C¢

transfers caNo doll ar [ i mit
l-diamtietd fwirr ef utti

Saméay wire
(no dol Il ar

$10. 00 fee per transacti $0. 05 fee per transaction

|l f you need to redeem funds i mmediately, wir-@ayr rwain
redemptions cannot exceed $1.5 million). I f you do
option given its | ower cost. Both types of transac
Contact PFMAM Client Sercwigowes tategd 5i@S ymalmGlcBbve r g u
about which redemption option best meets your need
2023 LGIP Holiday Schedule
The Local Government I nvestment Pool wild.l be cl ose
be avail abl the system wil|l not allow transac
Day Dat e Hol i day
Monday January 2 New Yeabay (observe
Monday January 16 Martin Luther King,
Monday February 20 Presidents Day
Monday May 29 Me mor i al Day
Monday June 19 Juneteenth
Monday July 4 |l ndependence Day
Monday September 4 Labor Day
Monday October 9 Col umbus Day

Thursday
Monday

November 23

December 25

Than
Chr i

ksgiving

st mas

Pade
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Oregon Short Term Fund Analysis
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May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022 Oct 2022
STATE GOV LOCAL GOV OSTF 3-MO UST BILLS 3-MO US CD
May 2022 Jun 2022 Jul 2022 Aug 2022 Sep 2022  Oct 2022
TOTAL OSTF AVG DOLLARS INVESTED (MM) 33,245 32,158 31,884 31,978 31,769 31,678
STATE GOV PORTION (MM) 22,145 21,998 22,297 22,255 22,114 22,414
LOCAL GOV PORTION (MM) 11,100 10,160 9,587 9,723 9,655 9,264
OSTF ANNUAL YIELD (ACT/ACT) 0.75 0.93 1.25 1.58 1.84 2.10
3-MO UST BILLS (BOND EQ YLD) 1.058 1.667 2.364 2.925 3.270 4.074
3-MO US CD (ACT/360)* 1.51 2.15 2.72 3.01 3.61 4.16

NOTE: The OSTF ANNUAL YIELD represents the average annualized yield paid to participants during the month. Since interest accrues
to accounts on a daily basis and the rate paid changes during the month, this average rate is not the exact rate earned by each account.

3-MO UST BILLS yield is the yield for the Treasury Bill Issue maturing closest to 3 months from month end. 3-MO US CD rates are
obtained from Bloomberg and represent a composite of broker dealer quotes on highly rated (A1+/P1/F1+ from Standard & Poor's
Ratings Services, Moody's Investors Service and Fitch Ratings respectivley) bank certificates of deposit and are quoted on a CD
equivalent yield basis.

Market Data Table

10/31/2022 1 Month 3 Months 12 Months 10/31/2022 1 Month 3 Months 12 Months
7-Day Agency Discount Note** 2.84 2.85 1.81 0.04 Bloomberg Barclays 1-3 Year Corporate YTW#* 5.43 5.08 361 0.80
30-Day Agy Nt Disc*? 3.54 3.02 2.18 0.04 Bloomberg Barclays 1-3 Year Corporate OAS* 1.01 0.28 0.80 0.39
90-Day Agy Nt Disc** 3495 3.44 252 0.04 Bloomberg Barclays 1-3 Year Corporate Modified Duration® 1.90 192 145 1.84

180-Day Agy Nt Disc** 4.40 383 2.89 0.04
360-Day Agy Nt Disc** 379 3.86 274 0.09 7-Day Muni VRDN Yield** 224 248 1.33 0.05
OfN GGC Repo Yield** 3.05 3.00 232 0.02

30-Day Treasury Bill** 3.44 2.60 2.09 0.04
60-Day Treasury Bill** 3.70 2.80 217 0.05 Secured Overnight Funding Rate (SOFR)** 3.05 2498 227 0.05

90-Day Treasury Bill** 3.96 3.20 2.36 0.05
6-Month Treasury Yield®* 454 3.93 2.86 0.06 US 10 Year Inflation Break-Even™* 251 2.15 2.55 259

1-Year Treasury Yield** 4.64 3.99 294 0.12
2-Year Treasury Yield** 445 418 2.89 0.50 1-Day CP (A1/P1)** 3.18 3.01 154 0.04
3-Year Treasury Yield** 4.44 4.129 2.81 0.76 7-Day CP (AL/P1)** 3.28 299 2.30 0.06
30-Day CP (A1/P1)** 354 3.10 235 0.07

1-Month LIBOR** 3.80 3.14 2.36 0.09
3-Month LIBOR** 4.46 3.75 2.79 0.13 30-Day CD (A1/P1)* 3.85 3.38 2.33 0.11
6-Month LIBOR** 492 413 3.33 0.20 90-Day CD (A1/P1)* 4.50 3.63 273 0.16
12-Month LIBOR** 5.45 478 371 0.36 6-Month CD (A1/P1)** 483 423 3.32 0.20
Sources: *Bloomberg Index Services, **Bloomberg 1-Year CD (A1/P1)** 6.37 473 295 0.33
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